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ﬁ Motivation
» Office documents are widely used by individuals and organizations. %z
» Office documents are not safe and can perform malicious actions.
* Attacker increasingly leverage Office documents in cyber attacks.
Existing tooals fail to detect new unknown malicious documents.

Jﬁ Goal

e Efficient detection of malicious XML-based Office documents
(e.g. *.docx, *xIsx, *.pptx, *.odt, *.0ds)

¥ Methodology

e SFEM — extracts discriminative features from Office documents
based on their structure.

* leveraging SFEM's features with Machine Learning for efficient
detection of new unknown malicious documents.
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