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Low Amplitude
Anomaly Detection

Goals

Users in organizations regularly access various internal and external
computational resources. Such user activity is logged as events by
various devices (firewalls, DLP systems, IDSs, routers, antivirus, VPN,
servers, etc.) These events are then collected by Security Information
and Event Management (SIEM) systems for further processing and
analysis in an attempt to detect cyber attacks. Specifically, users’
behavioral profiles can be derived based on the collected events in
order to detect anomalies or malicious activity.

Previous studies proposed and evaluated methods for intelligent

data analysis, specifically profiling users’ activity, in order to identify
abnormal behavior. However, existing methods are incapable of dealing
with advanced attacks that are able to “stay below the radar” and

hide malicious activity within legitimate activity and thus evade such
detection mechanisms.

Description

In this research we develop a method that is based on machine
learning techniques combined with statistical analysis for deriving
users’ behavioral profiles based on the collected events in order to
detect long term trends and anomalies (low amplitude anomalies).

While the collected events are always logged with the source IP
address they are not always logged with the relevant username
(used as the identifier) and therefore, many of the collected events
are not directly linked with the appropriate user. In this research

we also describe a method for associating an IP address with an
actual username based on a set of logged events. This is a crucial
precondition for generating an accurate user’s profile. The proposed
method was evaluated using real large datasets (logs) and showed
88% accuracy in the identification of usernames.
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Development is in progress.
Several algorithms are needed for
developing the protocal of which
only a few are already constructed.
Among these algarithms are:
construction of a small DFA that
verifies signatures, construction of
an efficient scheme for functional
encryption for Cascade Mealy
Machine [extension of the currently
known functional encryption
schemes far regular languages).

In addition, there is a team of
fourth-year Communication
Systems Engineering students who
implement the scheme.

Deterring Attacks
Against Critical IT
Infrastructure

Goals

In our previous work the notion of arbitrators in a Peer-to-Peer (P2P)
network was used to enforce the client-server agreement for the limited
case of conditional anonymity. Arbitrators are P2P semi-trusted entities
that function as a jury in the technology court of law. The communicating
parties, users and servers, agree in the initial phase on a set of arbitrators
that they trust (reputation systems may support their choice). Then,

the user divides its identity into shares and sends each share to one
arbitrator, such that only a large enough number of arbitrators can reveal
the identity of the user. The CA signs the shares that the user distributes
to the arbitrators, vouching for their authenticity. The communication
between the user and the server is performed in an undeniable manner,
which means that the server can convince the arbitrators that the user
misbehaved. In the event that the server finds a violation of the terms of
the policy, the server proves to the arbitrators that a violation took place
and the arbitrators reconstruct the user’s identity.

An important objective of this research is the construction of schemes
that encourage commitment to a policy and enforcement of this
commitment, even without a third party. In this approach, a client
commits to a certain policy or agreement and in return receives service
from a server. The client’s commitment includes hidden information such
as the client’s identity or a signed financial instrument such as a check or
a bond. If the client breaches the terms of the agreement then the server
can expose the hidden information without assistance from external
parties, such as arbitrators.

Description

Attacking critical IT infrastructure is almost always risk-free. Whether
targeting government services or financial institutions, an attacker can

sit in the comfort and safety of his home and mount one attack after the
other. Protected from identification by the virtual anonymity of the Internet
and from legal proceedings by being in a different jurisdiction than the
target, the greatest risk for most attackers is that their attack may fail.

The technology can be used in critical IT infrastructures as another
cyber security measure.
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Securing MapReduce

Computations
Using Accumulating

Automata

Goals

MapReduce is a programming model that was introduced by Google in
2004 for large-scale data processing. MapReduce also has extensive
applications for cloud computing. The use of public, private, hybrid,
and multi-clouds gives rise to several challenges regarding security
and data management. Companies and countries each have their own
regulations for using the clouds.

Description

Various challenges in the hybrid clouds, e.g., malicious mappers,
malicious reducers, non-secure communications between the map and
the reduce phases, are still not being considered. These challenges
could reveal data or computations in the clouds. We explore a secure
model for MapReduce computations that will provide a solution to the
aforementioned problems.

State-transition systems are accumulating automata, A = (V, 3, T),
where V ) is a set of nodes, is an input data split, and T is a transition
function. Each node has a value, and these values are shared among
several mappers using secret sharing.

A secure version of MapReduce computations using accumulating
automata solves multiple real-world problems, where users do not
want to reveal data and computations in the cloud. A few examples
include: accessing the patients’ database to enhance the drugs

and diseases relation without revealing the patients’ information;
shopping a website’s database to enhance advertisement policies
without revealing customers’ information; and computations on a bank
database without revealing individuals’ information and illustrating the
need for secure MapReduce using accumulating automata.

Dr. Asaf Shabtai
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Detecting Computers

in Cyber Space
Maliciously Exploited
as SSH Proxies

Goals

SSH protocol may be maliciously exploited by hackers in order to hide
the source, destination and nature of an attack. This can be done by
enabling SSH tunneling to act as a proxy through which the malicious
traffic is transmitted (e.g., leaking sensitive data, or command and
control communications). As a case in point, the Flame virus detected
in 2012 used SSL and SSH for stealing sensitive information and the
Duqu virus detected in 2011 used SSH port forwarding to hide the
command and control traffic and the IP of the control application.

Description

In this research we propose and evaluate a method, based on machine
learning techniques, for detecting an SSH proxy server that is used to
transmit malicious traffic.

Specifically, we aim to: identify tunneled SSH traffic, classify the
application/protocol encrypted by the SSH tunnel and match
(correlating) incoming/outgoing encrypted traffic.

Experiments conducted using servers deployed on Amazon Cloud
proved able to detect tunneled traffic and to classify the tunneled
protocol with sufficient accuracy.

For experimentation we used automatic tools for generating traffic
of various protocols (HTTP, HTTPS, SMTP, POP3, IMAPR, IRC, XMPP,
SKYPE, TORRENT, plain SSH) and to extract network-based features.
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Privacy Keeper

Goals

* Improve security of smartphones in terms of data confidentiality.

* Introduce a framework for monitoring and detecting outgoing
communication that might expose sensitive data about the device’s
owner.

+ Detect unnecessary/irrelevant personal data being sent to Web-
applications.

Description

Smartphone users often store confidential information on their devices.
Smartphones do not provide satisfactory protection for private content
and do not have any mechanisms to prevent users from providing
unnecessary personal data to websites.

Our solution for detection of data leakage will be based on a
combination of:

*  Manual knowledge-based detection — Pre-specified rules with
user’'s ongoing updates.

* Automatic Machine-Learning based detection — The system will
detect leakage based on previous decisions and user inputs in
order to minimize user interaction.

* Information automatically extracted and analyzed from the website.

The system is able to identify if a site is requesting or accessing
illegitimate information. The system includes an off-line training module
and an on-line analyzer. The training module is trained with sites that
are analyzed by experts to approve their requests as legitimate. The
analyzer is capable of distinguishing inappropriate data requests from
appropriate ones. The user should be able to see the requested Web
page together with security labels attached to form fields (if present)
that indicate whether or not information requests are excessive or not.

Mordechai Guri
Moti.Guri@Gmail.com

Deutsche Telekom Innovation
Laboratories at Ben-Gurion
University of the Negev

Potential Flaw in

Samsung Security
Platform

Goal

Today’s rapid evolution of technology brings with it the dangers of
cybercriminals and malicious intent. Security gaps present in widely
utilized personal cellular devices are waiting to be exploited by
hackers who seek to cause damage not only to individuals, but also
to organizations — such as corporations or government agencies. The
researcher has discovered a security breach in the security platform
Knox, implemented on Samsung’s vastly popular Galaxy S4. This
security breach could potentially allow an attacker to infiltrate and/or
exfiltrate data to or from these devices.

Description

The researcher isolated a security breach in the Knox system,

which would allow an attacker with malicious intent to intercept vital
information from the device, as well as hijack the device by inserting
malicious codes, capable of causing incomparable damage. To put
the implications into perspective, the Wall Street Journal reported on
the discovery, noting that the Pentagon had concurrently been testing
the Galaxy S4 device as part of a pilot program. Such a security
breach does not only pose a threat to the private information of the
general public, but potentially makes corporate or government matters
vulnerable to hackers. The importance of such research lies in the fact
that security gaps will occur, and until they are patched, there is nothing
to prevent an attacker from wreaking havoc on the system’s users.
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Succinct Big Data
Representations

Goals

Given a large set of measurement data, in order to identify a simple
function that captures the essence of the data, we suggest representing
the data by an abstract function, in particular by polynomials.

We manipulate the datapoints to achieve interpolation, extrapolation and
dynamic representation of the data. Those objectives are challenging,
since in practice the data can be noisy and even Byzantine, where the
Byzantine data represents an adversarial value that is not limited to being
close to the correct measured data.

In the world of big data, traditional security technologies lack the
sophisticated capabilities required to detect and protect against
advanced persistent threats, fraud, and insider attacks. Our approach
of representing the big data in an abstract fashion advanced the goal
of identified and discarded anomalies or out-layers in the data in a
constructive manner.

Description

Consider the task of representing information in an error-tolerant way,
such that it can be formulated even if it contains noise or even if the data
are partially corrupted and destroyed. Our research offers the concept of
data interpolation in data aggregation and representation, as well as the
new big data challenge, where abstraction of the data is essential in order
to understand the semantics and usefulness of the data.

Development Stage and Development Status

For the interpolation task, we present two solutions, one that extends
the Welch-Berlekamp technique in the case of multidimensional data,
and copes with discreet noise and Byzantine data, and the other
based on Arora and Khot techniques, extending them in the case of
multidimensional noisy and Byzantine data.

Further research includes prediction of the data trends based on the
periodic behavior of the input and extrapolating the data at Fourier’s
domain, where the Byzantine data (e.g., anomalies or out-layers) is
identified and discarded.

In addition, we suggest handling the dynamic change of the data using
property testing.

Dr. Asaf Shabtai
shabtaia@bgu.ac.il
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Security Evaluation

Asaf Shabtai, et al., “Google
Android: A Comprehensive Security
Assessment”, IEEE Security and
Privacy, Volume 8, Issue 2, Pages
35-44, March/April 2010

Intrusion Detection

Asaf Shabtali, et al., “Andromaly:
An Anomaly Detection Framewark
for Android Devices”, Journal of
Intelligent Information Systems,
38(1), 2012, 161-190

SELinux

Asaf Shabtai, Yuval Fledel, Yuval
Elovici, “Securing Android-Powered
Mobile Devices Using SELinux”, [EEE
Security and Privacy, Volume 8, Issue
3, Pages 36-44, May/June 2010

Securing Android-
Based Devices

Goals

The “Securing Android-Based Devices” research was conducted six
months before the first Android-based mobile devices were distributed
by T-Mobile USA. The main goal of the research was to gain essential
knowledge regarding the security of the Android platform.

Description

In this research we acquired deep understanding of the Android
framework and inherent security mechanisms and identified and
evaluated a collection of applicable security solutions for Android.

During the research we carried out a methodological risk analysis
process and identified high-risk threats (vulnerability to SQL injection,
Web attacks, partial code and configuration review, applicability of
existing Java and Linux malware). We demonstrated attack scenarios
including: developing malware (Denial of Service, PC malware
injection), exploiting the Shared-User-ID feature and man-in-the-middle
attack on the Android Market’s (today, the Play store) protocol.

We demonstrated the applicability of various security solutions

such as: SELinux, remotely configurable Firewall, activity-based
verification, backup and recovery of applications, and static analysis
of applications. In addition, we developed Andromaly, a powerful,
modular and reusable intrusion detection framework for Android.
We evaluated various Artificial Intelligence methods for detecting
abnormal states (Machine Learning and Temporal Reasoning). The
CPU consumption of the Andromaly application was in the interval

5.52%=+2.11 and the battery measurements showed 10% degradation.
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Solutions,” SpringerBriefs in
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Leakage via Email,” Journal of the
American Society for Information
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64(9), 2013, 1780-1790
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Harel, A, et al., “M-score: A
Misuseabhility Weight Measure,”
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414-428

Customer Data

Prof. Ehud Gudes
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Leakage Prevention

Dr. Erez Shmueli
shmueli@mit.edu

Goals

Protecting sensitive customer information from unauthorized disclosure
is a major concern of every company. Since the company’s employees
need to access customer information, customer data leakage
prevention is a very complex task.

Description

In this research we reviewed state-of-the-art commercial and academic u;OOlo

data leakage prevention solutions. Then we developed and evaluated & 010001¢

various data misuse detection methods which include: .%EL 0 m m 0101
\1. 10 p101¢(

Anomaly detection using a novel supervised and unsupervised
context-based data linkage algorithm that is used to derive normal Vi ?P 4110100010
access patterns and detect abnormal access patterns that may Q0 ﬁ'} 21038y
indicate customer data leakage/misuse incidents. -

-\Q—l_al\JUlLlQlOlOO(

M-Score — A Misuseability Weight measure that assigns a sensitivity
rank to datasets accessed by employees which indicates the potential
damage to the organization in the event that the data is misused.

Employ the concepts of honeytokens for detecting data misuse
incidents, and answering questions such as how to use the
honeytokens effectively, how to generate reliable honeytokens, and
how many to create.

An improved collaborative e-mail leakage prevention method that
analyzes the communication of groups of users.

In order to evaluate our proposed method we developed an evaluation
environment and a detection system prototype.

Emerging Database
Security Solutions

Goals

Emerging Database Security Solutions is a follow-up project to the “Next
Generation Database Security” study, which was carried out in 2008. It
aims at further research and development in three different areas and
consequently inventing innovative database security solutions.

Description

Design secure database applications: System developers tend to
neglect security requirements or to only deal with them at the end

of the development process. There is no way to verify that security
requirements are defined, validated and implemented. The project of
developing Security Method and Tool within the scope of Emerging
Database Security Solutions is intended to address these problems
by developing a methodology and a supporting software tool that
will force developers, in particular database designers, to deal with
database security requirements related to authorization in the early
stages of development.

Anonymize exported data: Data holders have an obligation to
protect a respondent’s identity when releasing data about individuals.
K-Anonymity is a model of protecting exported data in which each
piece of disclosed data is equivalent to at least k-1 other pieces of
disclosed data over a set of attributes that are deemed to be privacy
sensitive. Existing K-Anonymity solutions either suffer from inefficiency,
insufficient quality of preserved data, scarce data or the method
requires prior domain knowledge to allow application to different
databases. The new K-Anonymity algorithm shall correspond to
designated requirements.

Smart database audit: Currently users usually receive a pooled
connection to the database when accessing the database via a web
server. It appears to the specific database that such a connection

is always established by the same user (the web server itself). The
Emerging Database Security Solutions project intends to develop a
method called “Smart Database Audit” which enables the identification
of the real user by the database. Identifying the real user by the
database results in better logs, which entails better intrusion detection
and prevention.

13
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Results

All major automotive giants such

as BMW, Tayota, GM, Nissan, Bosch,
Delphi are customizing their vehicles
for these real-world applications.
Far example, GM has OnStar service
in their vehicles which utilizes the
cellular infrastructure for driver
assistance, road navigation, vehicle
repair, theft detection, etc.

Independent Vehicle
Authentication Using
Non-Fixed Attributes

Goals

We present a vehicle authentication approach that utilizes the out-of-
band verification of dynamic and sense-able attributes of the vehicle.

Authentication is an important issue regarding vehicle network security.
Vehicles communicate through wireless channels and need to verify
the peer vehicle identity, before exchanging sensitive information. If a
vehicle assumes a fake identity and transmits bogus messages to peer
vehicles, it could turn into a life-threatening situation.

Description

Vehicles can authenticate peer vehicles using a certificate from

a trusted certificate authority. However, besides the certificate
verification, an online authenticity proof is also required. In our previous
work, we suggested out-of-band fixed attribute verification of a vehicle
against the certified attributes from a trusted certificate authority. The
coupling between the certified public key and the sense-able static
attributes confirms the vehicle’s authenticity. There is a scenario in
which an impersonation attack is successful, in spite of the out-of-
band fixed sense-able attribute verification. Therefore, we suggest
coupling the non-fixed sense-able attributes and the session secret of
the vehicle. It ensures a unique identity for every vehicle and resolves
the active impersonation attack, i.e. man-in-the-middle attack.

Modern vehicles are equipped with Global Positioning System (GPS),
sensors, actuators, electronic control and processing units. Moreover,
a camera, laser beam source and autocollimator mounted on the
vehicle can observe the static as well as dynamic attributes of the peer
vehicle. Therefore, it is feasible to implement the proposed approach
without any roadside infrastructure available, and only vehicle
customization is required.
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Publications

Eitan Menahem, Yuval Elavici, Nir
Amar, and Gabi Nakibly, “ACTIDS:
an active strategy for detecting
and localizing network attacks,”
Proceedings of the 2013 ACM
Workshop on Artificial Intelligence
and Security (AlSec 13]

Detecting Intruders
Using Active
Network Probing

Goals

Detect and localize network-wide attacks, which have the potential of
degrading the network quality of service. Such attacks include, among
others, attacks against the routing protocols (e.g., OSPF) and against
the domain name service (DNS). In this project, we implemented

an innovative IDS solution in a network simulation (omnet++), and
researched a new multi-inducer anomaly detection scheme.

Description

We researched a new detection mechanism, ACTIDS (Active Intrusion
Detection System) that, given a network-topology, automatically
computes a probing scheme to cover the network with periodical
Probe-Packets. The probes traverse the network and record the
network’s quality of service. Next, ACTIDS apply multiple machine-
learning techniques (one-class learning) to detect network anomalies
on the information extracted from the Probe-Packets.

Next, we implemented the ACTIDS framework in a network emulation
(GNS3), which allowed us to evaluate the framework in a very realistic
environment. The emulated network included the actual code of many
real hardware devices, such as routers and switches.
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Publications

Katz, G., Elovici, Y. and Shapira, B.,
“CoBAn: A Context Based Model for
Data Leakage Prevention,” accepted
for publication in Information
Sciences, 2013

Context-Based

Data Leakage

Detection

Goals

In many cases, determining the overall subject of the text is not
sufficient; a small section of confidential or sensitive text may be
hidden in a larger, non-confidential one; understanding the context
in which a term is used is sometimes as important as identifying this
term. This problem is not fully addressed by existing algorithms.

Description

In this research we developed a novel graph-based model that is
capable of representing both the key terms in groups of document and
the context in which they appear. This approach enables us to identify
the meaning of specific terms, paragraphs and expressions instead of
just analyzing the document as a whole.

As the research progressed, we refined the model. Today, instead of
the fixed “rule-based” approach that was employed in earlier versions
we apply a machine-learning based approach, thus enabling the
system itself to dynamically and independently define the detection
rules and thresholds for each set of documents on which it is applied.
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Information

Infiltration and

Exfiltration over

Air-Gapped
Protected Networks

Goals

The covert transferal of information to and from an air-gapped
computer network has been proven possible in recent years (i.e.
Stuxnet). An air-gapped computer network is one that is physically
isolated from the Internet and other networks, in order to prevent cyber
attacks and the leakage of crucial information. While an air-gapped
computer network was once considered impenetrable, the BGU
research teams have devised methods by which to overcome this
measure.

Description

The current research presents AirHopper, a bifurcated malware that
bridges the air gap between an isolated network and nearby infected
mobile phones using FM signals. While it has been discovered that
software can intentionally create radio emissions from a video display
unit, this is the first time that mobile phones are considered in an
attack model as the intended receivers of maliciously crafted radio
signals. Using AirHopper, the researchers demonstrate how textual
and binary data can be exfiltrated from a physically isolated computer
to mobile phones at a distance of 1-7 meters, with effective bandwidth
of 13-60 Bps (Bytes per second).
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Self-Stabilizing
Cloud Infrastructure

Goals

The main goal is to obtain a robust self-stabilizing cloud. Such a cloud will
need far less human intervention to function and will be capable of fast
recovery from various attacks.

The intermediate goal is to build a self-stabilizing local hypervisor that
ensures smooth and correct execution of each Virtual Machine (VM) and
protects it from negative effects posed by malware attacks and possible
Byzantine behavior of VMs in a system.

Eventually we aim to extend the self-stabilizing local hypervisor to the
distributed cloud. We intend to achieve this goal using the open-source
distributed cloud provider OpenStack.

Description

Our self-stabilizing hypervisor demonstrates robustness in the presence of
transient faults in VMs and Byzantine VMs. The cloud is becoming more
and more popular, thus the need for resource utilization. All cloud providers
exploit virtualization to achieve optimal utilization of resources, and to
provide privacy to each client. Nonetheless, security remains a major issue,
since VMs may break out of the virtual environment and take over the
actual host. Rigid security policies may decrease system performance and/
or restrict collaborations, thus potentially affecting service level agreements
(SLAs). An automatically recovering system of virtual machines helps
provide security, while still meeting SLAs, making a great contribution to
the field.

We have developed a self-stabilizing architecture, augmenting the widely
known KVM hypervisor with self-stabilization facilities. A system comprising
several VMs is able to recover after transient failures and attacks (e.g.
denial of service, worms, corruption of sensitive memory areas).

We are currently extending the prototype into the distributed world. We
are deploying and running attack scenarios on OpenStack, simulating the
comprehensive attack model and the approach to recover a distributed
cloud. We note that, during the first research phase, the defenses against
certain threats were hardcoded into our module. During the following
phase, we support generic user-defined defense specifications.

This research could save a lot of money and human interaction while
managing a cloud. In addition, the automatic recovery from transient faults
and attacks will make it more feasible to meet certain SLAs.
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Activity-Based Verification
Continuous User Verification

after Successful Login

Description

Authentication vulnerability - The Internet and internal company
applications currently require interacting with a multitude of identities and
passwords since services such as e-mail or eBanking use a mandatory
login. Administering and maintaining this increasingly confusing multitude
of access data, PINs, and TAN lists, however, is considered a bewildering
and complex task, which leads users to often neglect security in favor of
convenience.

Due to the misuse of user data, great financial damage is caused
worldwide, both for the users and for the providers of products and
services. Corresponding authorization credentials can get lost in any
number of ways: through voluntary transmission, physical theft, or digital
attacks such as phishing, sniffing, or Trojans. Another vulnerability of
today’s authentication mechanisms in Internet applications is the fact that
users’ identities are verified only at the start of every session.

Behavioral-based characteristics - Solutions that focus on behavioral-
based characteristics for authentication are developed in the Activity-Based
Verification project. When interacting with the computer, every person
generates individual activity patterns that can be saved as biometric
signatures. Machine learning technologies can be used to recognize and
analyze biometric characteristics. The underlying verification program
must initially be trained for the respective user behavior. After logging in to
a system, continuous verification will then be made on the basis of these
specific biometric characteristics as to whether the logged in user remains
the user of the system during the course of a session. For this, the system
can use current typing behavior, mouse movements, or the operation of
applications for comparison with the previously generated signatures. In
the process, this ensures that authorized users are not disallowed and
unauthorized users are not accepted.

Simpler and better security - Compared to physiological biometric
characteristics (such as fingerprints, iris, etc.), behavioral-based biometric
characteristics have the great advantage of being easily monitored
without special hardware or modified user behavior. For example,
password reset could be designed in a more user-friendly manner with
activity-based verification. Instead of the current procedure, with which

a temporary password is issued during registration with a service, the
user would be prompted to transcribe a randomly selected word list.

The biometric characteristics during the use of the keyboard would be
evaluated and used for authentication.

Activity-based verification could also be used to replace transaction
numbers (TANS) or hardware tokens that are currently required for
online banking.
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AccessDroid

Goals

The goal of the AccessDroid project was to develop an innovative
push messaging service for developer-to-mobile communication.

The service focuses on Service-Level-Agreement (SLA), end-to-end
security and developers’ ease-of-use.

Description

Performance:

+ Suitable for applications that heavily rely on push messaging

*  Operator friendly

* Persistent communication channel over 3G, 4G and WiFi optimized
for energy efficiency and lowered modem signaling

Security model:

*  Message signing and encryption

* Anti-pirating application authentication

* Innovative obfuscation of private data onboard the device

Reliability:

*  Bounded maximum message delivery time
* Assure message delivery

* Prioritize messages

Ease of use:

* Rich APIs for end-users (sender, receiver and admins) using
cutting-edge technologies

+ Convenient default APl implementations ready for organizational
integration
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Socialbots Studies

Goals

In recent years, adversaries have taken advantage of online social
networks in order to collect private information regarding users, such
as e-mail addresses, phone numbers, and other personal data that
have monetary value. Such information can then be used for online
profiling and large-scale e-mail spamming and phishing campaigns.
We have two major goals: first, we seek to demonstrate how easy it is
to extract private information about a specific organization’s employees
using socialbots. Second, we use socialbots to infiltrate employees’
private social networks. By means of these infiltrations, we are able to
study targeted organizations and their employees.

Description

In the first study, we introduced a method for mining an organization’s
information through social networks and socialbots. We created
socialbots and used them to send friend requests to Facebook users
who worked at a targeted organization. By accepting friend requests
through socialbots, users exposed information about themselves and
about their workplace. We tested the proposed method on two real
organizations and successfully infiltrated both of them. Compared to
our previous studies, our method was able to discover up to 13.55%
more employees and up to 18.29% more informal organizational links.

In the second study, we introduced a method for attacking specific
users in targeted organizations by using organizational social network
topologies and socialbots. To target users, we randomly chose ten
Facebook users from every targeted organization. Our socialbots sent
friend requests to all the specific users’ mutual friends who worked
or work in the same targeted organization. The rationale was to gain
as many mutual friends as possible and thus increase the probability
that our friend requests would be accepted by the targeted users.
We tested the proposed method on targeted users from two different
organizations. Our method achieved success rates of 50% and 70%,
respectively, among the ten targeted users.

In the last study, we enhanced our previous study and evaluated

our suggested method for infiltrating key employees of targeted
organizations on two well-known OSNs — Facebook and Xing. The
results obtained demonstrate how adversaries can infiltrate social
networks to gain access to valuable private information regarding
employees and their organizations. Moreover, the results indicate that
users who wish to protect themselves should not disclose information
on online social networks and should be cautious of accepting friend
requests from unknown persons.
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SDN Private

Interconnection

Goals

Cloud computing is one of the fastest-growing opportunities for
enterprises and service providers. Enterprises use the Infrastructure-
as-a-Service (laaS) model to build private and public clouds that
reduce operating and capital expenses and increase the agility and
reliability of their critical information systems. This resulting “hybrid”
cloud should provide private transfer and sharing of data.

Our research seeks to design a private hybrid cloud on top of
Software-Defined Networking (SDN), in which all the information that
passes through the cloud is information-theoretical secured.

Description

SDN enables more deterministic, more scalable and more
manageable networks between the local data centers that reside in
the private cloud and the public resources in the public cloud. We will
demonstrate that SDN also enables private virtual networks.

In order to ensure privacy, a secret sharing scheme is paired with SDN.
Encryption with a secret sharing scheme (n = k) is done by creating n
shares of the data, such that it can only be decrypted with at least k
shares. In the framework of the cloud, assume that the data has to be
sent from the private data center. The source in the private data center
creates n shares of the data and sends them to the destination in the
public cloud through the hybrid cloud. The SDN controller manages the

routes of these shares, such that no router sees k or more shares. Thus

we ensure that only the destination in the public cloud that receives all
the shares can decrypt the data, resulting in a private channel in the
hybrid cloud. The scheme also tolerates malicious routers.
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Automatic XML
Context Learning

Goals

Currently, many information systems interact through XML files. These

interactions may fall victim to one or more adversary attacks, including:

information leakage, dictionary and buffer overflow attacks, cross-site
scripting, SQL injection, parameter tampering and more.

The goal of this research is to study a new automated context learning
method for producing a list of rules, which describes precisely the

usable values ranges of the XML elements within the XML transactions.

The studied algorithm allows to (1) decrease the XML attack-surface,
and (2) classify XML transactions as abnormal or normal (i.e. attacked
or not).

Description

The studied algorithm for automated context-learning XML can

be used as an XML firewall to defend against most of the known
XML attacks. The XML-firewall framework is divided into separate
logical units: the outlier detection model trainer, and the XML-firewall
prototype. The model trainer is responsible for inducing value-range
rules for XML elements, and to train an XML classification model. It is
an off-line program in the sense that it processes historical data only.
The XML firewall prototype unit is an on-line program which uses the
classification model, trained by the model trainer, to detect and block
abnormal XML transactions.
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BizDroid

Goals

Network selection and offloading system for Android-based
mobile devices.

Providing a context aware “always best connected” (ABC)

solution, selecting the best available network for each running
application in different scenarios.

Description

Various supported policies: Energy Saving; Offloading; Browsing app;
VOIP; Streaming; etc.

Dual Connection Mode — connecting to both 3G and WiFi networks
simultaneously.

Multiple Attribute Decision Making — models for selecting the best
available networks according to the current state of the device.

Gradual Network Switching — shifting from one network to another
seamlessly.

Results

Maximizing the relevant QoS features for each running application or
scenario.

Dual Connection Mode improves the overall QoS measures compared
to traditional network switching methods.

Flexibility to define effective hybrid policies, e.g.: maintaining good
network delay values, while minimizing energy consumption.
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Code Obfuscation

Goals

Research and develop generic dynamic obfuscation algorithms’
(transformations) for C/C++ programs. The obfuscation algorithms goal
is to conceal the source programs' purpose and logic, and to protect
them from being tampered or deter reverse engineered.

Description

We research two obfuscation algorithms. The first algorithm is
responsible for bloating the programs’ call-graph, whereas the second
algorithm is responsible for diversifying the call-graph. The contribution

of these two algorithms is two-fold. First, they augment the call-graph’s
complexity by inserting large quantities of new vertices (functions). The
second contribution is the ability to conceal most of the call-graph edges.

Consequently, these two obfuscation algorithms make the reverse
engineering task (done usually by an attacker) a much longer, more
tedious and difficult task.
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Identifying URLSs for
Blacklist

Goals
The following system is designed to enable the detection of malicious

URLs that should be blacklisted.

In recent years, many attacks originate from surfing a malicious page on
the Internet. Creating such a “black list” of malicious URLs is a goal of
many companies in the industry. Surfing to a malicious URL can cause
harm to the specific user and in many cases to the whole network to
which the computer belongs. Categorizing a URL as malicious is not
trivial for many reasons. First, in many cases the page is hiding behind

a short URL that is created by some URL shortener. Second, the page
looks normal but it causes the system to perform abnormally. Lastly, in
many cases, the behavior of the system looks normal and, by looking at
a single user surfing to the malicious page, the URL cannot be detected.

Description

We first need to create a normal profile of the system. This can
be done by logging the system behavior when there is no Internet
connection. This stage should be done on many PCs so we can
correlate and filter the normal behavior for the next stage.

In the next stage we will run a crawler; we log each page the crawler is
entering and the behavior of the system during the downloading time.
This is, again, done on many PCs.

The third stage should be to filter the normal behavior from the log of
the second stage and to identify pages that cause abnormal behavior
such as writing to unwanted places. The output of this page is a list of
suspicious URLs.

The last stage would be to analyze these suspicious URLs by entering
them again, but this time with a deeper analysis such as logging the
written files.

The goal of this project is to be able to identify any malicious URL with
zero false positives, i.e. to identify only the malicious URLs. By having
a complete and accurate list, attacks that enter the system through
malicious URLs can be stopped.

Many companies in the industry maintain black list of URLs. Still, none
of them have a complete list. Such a list can be embedded in any
Intrusion Prevention System (IPS), or even in the core of the network.
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Data Leakage
Detection

in Social Networks

Goals

With the ever-increasing use of social networks, the amount of
information exposed by users is growing at exponential rates. Such
an environment leads to multiple cases of leakage (both intentional
and not) of confidential information on social networks. Currently, no
comprehensive solutions to this problem exist. This project is a first
attempt to address this problem.

Description

This project is a collaboration between three universities — Ben-Gurion
(BGU), Bar llan (BIU) and Tel Aviv (TAU). Each university is responsible
for a different aspect of the project:

* BGU - responsible for developing the algorithms for text analysis,
profile matching (identifying the same user over several social
networks) and the development of a strategy for positioning the
analysis tools in the social network.

* BIU - responsible for developing the crawling tools that will enable
us to mine the social network and compile the dataset that will be
used for the training of the model. The same software will also be
used in the test phase, on “real” data.

*  TAU - researching the various legal aspects and providing legal
guidelines for the other two teams.
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“Non-Invasive Detection
of Anti-Forensic Malware,”
Malware 2013 Conference

Detecting Anti-
Forensic APTs

Goals

Advanced malware employ sophisticated anti-forensic techniques to
evade detection by forensic instrumentation. Approximately 40% of
current malware are believed to be anti-forensic.

This research aims to detect such anti-forensic malware, using
non-invasive techniques.

Description

Modern malicious programs often escape dynamic analysis

by detecting forensic instrumentation within their own runtime
environment. This has become a major challenge for malware
researchers and analysts. Current defensive analysis of anti-

forensic malware often requires painstaking step-by-step manual
inspection. Code obfuscation may further complicate proper analysis.
Furthermore, current defensive countermeasures are usually effective
only against anti-forensic techniques that have already been identified.

In this research we propose a new method to detect and classify
antiforensic behavior, by comparing the trace-logs of the suspect
program in different environments. Unlike previous works, the
presented method is essentially non-invasive (does not interfere with
original program flow). We separately trace the flow of instructions
(Opcode) and the flow of Input-Output operations (I0). The two
dimensions (Opcode and |O) complement each other to provide
reliable classification. Our method can identify split behavior of
suspected programs without prior knowledge of any specific anti-
forensic technique; furthermore, it relieves the malware analyst

from tedious step-by-step inspection. Those features are critical in
the modern Cyber arena, where rootkits and Advanced Persistent
Threats (APTs) are constantly adopting new sophisticated anti-forensic
techniques to deceive analysis.
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Secret Shared

Random Access

Machine

Goals

Secure and private random access machine (RAM) computations are
preferred over computations with circuits or Turing machines. Secure
and private RAM executions become more and more important in

the prevention of information leakage when executing programs on a
single computer as well as via the cloud. We aim to provide an efficient
and secure scheme for execution of RAM programs without revealing
any information.

Description

We propose a distributed scheme for evaluating RAM programs
without revealing any information about the computation, including the
program, the data and the results.

We use the Shamir secret sharing system to share the program
instructions and private string matching techniques to ensure the
execution of the proper instruction sequence. We stress that our
scheme obtains information on informational theoretical security and
does not rely on any computational hardness assumptions, therefore
achieving indefinite private and secure RAM execution without
revealing the programs.
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Personal Information Leakage
through Online Social Networking:
Leakage Prevention and Leakers
Detection

Goals

The explosion of online social networking in recent years has damaged
organizations due to information leakage by their employees.
Employees’ social networking activity provides an opportunity for
adversaries to extract information from Online Social Networks

(OSNs) that may not appear on the official organizational website.

This new reality has forced organizations to recognize the need to

pay closer attention to the use of OSNs by their employees. For large
organizations with thousands of employees, analysis of the content to
which all employees are exposed or distribute is unfeasible. Detecting
private information leakage and identifying the employees at the source
of the leaks are very complex tasks.

Description

In this research, we detect unintentional private information leakage

by employees on social networking sites as soon as possible by
intelligently selecting organization member profiles and monitoring their
activity. We propose and evaluate efficient SN crawling strategies that
are based on topology and central features of the users, such as the
number of followers and page rank scoring.

Once we detect private information leakage, we would like to identify
the employee at the source of the leak. In order to detect a leaker,
the friends of a monitored profile must be inspected. This inspection
includes analyzing the content to which these friends were exposed
or distributed. We propose and evaluate strategies for identifying

the employees who leak private information, with emphasis on high
precision and minimal time and effort.

Results

We used three datasets: Flickr, Digg and Ning. In our evaluation we
identified communities within the social networks and referred to each
community as an organization. To identify the communities, we used
the label propagation algorithm, since it runs in nearly-linear time,
allowing for the analysis of large OSN data sets.

Our results show that by monitoring the activity of the users with the
highest page rank scoring we can detect more leaks with less effort,
by monitoring fewer users. Moreover, by inspecting the friends of a
monitored profile with the highest number of followers, we identify
more leakers in minimal time and effort.
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eDare, Parts II&lll

Goals

A framework for optimizing the deployment of intrusion detection
systems in social networks and within the telecom infrastructure. The
framework includes a variety of optimization algorithms and a network
simulator. The former are used to analyze the topology of a network
and suggest optimal inspection points to collect forensic data and filter
out malware. The latter simulates propagation of malicious software,
evaluates the effectiveness of the deployment and performs what-if
analysis.
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Context Aware Data
Leakage Prevention
for Mobile Devices

Goals

Today’s smart mobile devices are able to access a variety of private
data. The data may be collected by the device from its environment
(e.g., via the microphone), stored in the device’s long-term storage, or

retrieved from the cloud using credentials that are stored in the device.

This valuable data may be stolen by attackers by installing a malicious
application.

Protecting smartphones from data leakage is particularly important as
the policy of “Bring-Your-Own-Device” gains popularity lately.

Description
The project is shared among two universities: BGU and the Technion.

An innovative and generic context-based data leakage prevention

system is used to detect attempts to leak information from the device.

The system uses machine-learning technigues and learns the context
in which each type of data is being sent from the device.

The context derivation is based on information that is collected by the
mobile device sensors such as location and accelerometer.

Researchers

Prof. Yuval Elovici
elovici@bgu.ac.il

Dr. Danny Hendler
hendlerd@cs.bgu.ac.il

Prof. Ariel Felner
felner@bgu.ac.il

Dr. Rami Puzis
puzis@bgu.ac.il

Spam Mitigation

In IPv6

Goals

+ Scalable data structures for maintaining IPv6 black-, grey-, and
white-lists of Spammer MTA.

+ Accurate heuristics for maintaining sender MTA reputation.

» Detecting changes in behavior of MTAs once known as legitimate
senders.

Solution
Detecting Spammers via Aggregated Historical Data Set

Maintaining blacklists as Disjoint Ranges Binary Search Tree
and Buckets-Digest Bloom Filters

Patents
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Analytics for
Cyber C&C

Goals

Develop analysis plug-ins for cyber command and control platform
for discovering investigation leads. Detect anomalies in process
behavior and maintain file reputation.

Description

Conceptual Architecture

a

Multi Strategy Anomaly
Detection Framework
[MSADF)

(0

Attack Routes Builder
(ARB)

Validation of process behavior

1. Measure

2. Train a model

3. Test behavior

4. If anomaly conclusive, alert

5. Otherwise, analyse the error distribution
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Social Network
Digestion

Goals

Enrich publicly available social network data by predicting hidden
information. Find the particular information of interest by employing
intelligent crawling. Actively collect hidden information via specially
crafted sequences of friend requests.

Description

It is possible to gain valuable non-trivial insights into an organization’s
structure by clustering its social network and gathering publicly
available information on the employees within each cluster.
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Unknown Malware
Detection Using
Network Flow
Pattern Classification

Goals

Common computer malwares are smart, persistent and have the ability
to hide themselves from the most modern anti-malware software,

yet when such a malware tries to communicate with the rest of the
world it most likely uses common known protocols to pass through
the firewalls and network intrusion detection systems. Unfortunately,

all those systems are based on static rules created manually by cyber
security engineers based on previous intrusions.

Our aim is to develop a method that is based on machine learning
techniques for detecting previously unknown malicious activities and
in particular malware’s communication with command and control
servers, thus enabling the system to dynamically and independently
infer the detection rule.

Description

During this research we developed cross layer attributes for network
traffic aggregation to induce a reliable classifier, and classify benign
and malware network traffic. Those attributes are based on DNS
address resolution patterns, statistical analysis of HTTP and HTTPs
transactions and network-flow anomalies of incoming and outgoing
traffic. The classification model has been specifically designed to deal
with NATed and encrypted traffic and also to handle high throughput
networks.

Results

We evaluated our classification model on malicious captures from
various sandboxes as well as from a real high bandwidth network. We
managed to detect previously unknown malwares with high accuracy,
with tolerable false alarm rates.

ISRAELI CYBER INNOVATION ARENA

CyberSpark - the Israeli Cyber Innovation Arena

“Beer-Sheva will not only be the cyber capital of Israel, but one
of the most important places in the cyber security field in the
world,” said Prime Minister Benjamin Netanyahu at the launch of
CyberSpark — the Israeli Cyber Innovation Arena in January 2014.

By partnering with BGU researchers, you gain the full benefits of the
CyberSpark ecosystem, including the IDF, the Israel National Cyber
Bureau and an increasing number of multinational companies that
have found a home at the ATP.

Beer-Sheva was recently recognized in a study by the Brandeis
International Business School as one of the international locations
showing great promise in shifting global economy and as emerging,
up-and-coming hubs that technology companies should consider
as they evaluate their global location strategy.

CyberSpark Industry Initiative

This year EMC2-RSA, Jerusalem Venture Partners JVP, Lockheed
Martin and BGN Technologies, the University’s technology transfer
company, created the CyberSpark Industry Initiative, a non-profit
organization that will engage in the international promotion of the
Beer-Sheva cyber hub and work to shape the next generation of
cyber experts in the region.

The CyberSpark Industry Initiative has become the central
coordinating body for joint cyber industry activities with government
agencies, the IDF, the public and academia. The Initiative is
formulating a multi-year business plan, leveraging the region’s
significant strengths and maximizing its potential in the field of cyber
technology. Flagship projects include the Cyber Executive Academy
and the CyberSpark Affiliates Club.

For more information please contact: Roni Zehavi, roni@cyberspark.org.il






