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When Replacement 
Smartphone 
Components Attack
Goals
The group at the Implementation Security Lab are researching side-
channel attacks: cyber-attacks that allow the extraction of secret 
information from various devices by exploiting their precise physical 
behaviors (such as power consumption, electromagnetic emanations, 
heat or vibrations). Most recently they are looking at the threats posed by 
phone touchscreens and other hardware components, such as orientation 
sensors and NFC readers, where third-party driver source code to support 
these components is integrated into the vendor’s source code with very 
few integrity checks.
 

Description
The research conducted in the lab is grounded in knowledge attained as 
part of the EU-funded ECRYPT project and uses precise measurement 
equipment and techniques to assess the impact of side-channel attacks 
by measuring the leakage of target devices under tests. This allows the 
researchers to obtain an upper bound on the potential performance of 
attacks carried out using less sensitive measurement devices such as 
compromised phones or malicious aftermarket peripherals.

In recent testing, they were able to construct two standalone attacks, 
based on malicious touchscreen hardware, that function as building 
blocks toward a full attack: a series of touch injection attacks that allow 
the touchscreen to impersonate the user and exfiltrate data, and a buffer 
overflow attack that lets the attacker execute privileged operations. Their 
results make the case for a hardware-based physical countermeasure.

 In addition, Dr. Oren plans to use this lab to find creative and unexpected 
uses for the sensors found on modern mobile phones, such as the 
gyroscope, touch screen, and magnetic compass. 


